Abstract-In this paper, we propose a new bidirectional authentication and key agreement protocol based on the MYK-NTRUSign signature algorithm. The AES encryption algorithm and hash techniques were adopted to build our protocol. To implement the mutual authentication and session key agreement, the proposed protocol includes two phases: namely initial phase and mutual authentication with key agreement phase. As the MYK-NTRUSign signature algorithm is applied, our protocol not only can overcome the security flaws of authentication protocols based on secret-key, but also support greater security attributes and lower computational complexity in comparison with currently well-known public key based wireless authentication schemes.
INTRODUCTION
Wireless communications is advancing rapidly in recent years. After 2G (e.g. GSM) widely deployed in the world, 3G mobile communication systems are spreading step by step in many areas. At present, some countries have already launched investigations beyond 3G (B3G) and 4G. Due to the openness of the wireless communication network, sharing of communication channels, network protocol security, the diversity of network attack means of incomplete, there is a huge security threat, which make the wireless communication security problem more and more attention.
To solve the security problems, cellular networks such as GSM and UMTS all employ the symmetric key algorithms (e.g. A5 and Kasumi) to implement the authentication and the session keys agreement before the subscriber is authorized to access the network. Because of wireless LAN (WLAN), the WEP (Wired Equivalent Privacy) protocol based on symmetric key algorithm RC4 is specified. However, some authentication mechanisms based on symmetric cryptosystem for wireless access control are adopted in consideration of the performance, the security flaws are obvious. For instance, the International Mobile Subscriber Identity (IMSI) used in cellular networks may be transmitted in plaintext during the authentication. It leads to a passive attacker in a position to eavesdrop the user's identity and locate the user easily. In addition, the shared secret key's management and maintenance will result in scalability problem when users increase in number [1] .
Some public key based authentication protocols specifically designed for wireless networks have been proposed in recent years to overcome the security flaws mentioned above. Among them, the well-known authentication and key agreement protocol appropriate for wireless networks on the basis of elliptic-curve cryptography techniques was ASK-WAP [2] and UAP [3] . Even though the protocol reduces to some extent computational complexity on the user side by using elliptic curve cryptography (ECC) algorithm, the server just verify the user's identity legitimacy and the server is not authenticated to the user. So it does not really achieve the bidirectional authentication.
NTRU (Number Theory Research Unit) public key cryptosystem is a kind of very promising public key cryptography scheme. The attractive advantages of NTRU are its encryption/decryption speed, signature/verification speed and the ease of creating public-private key pairs while providing high security level [4] - [7] . NTRU as a new public cryptosystem was first presented by Hoffstein [8] - [11] . It is a ring-based cryptosystem operating in polynomial ring Z[X]/(xN-1) where N is the security parameter. Then, researchers have proposed the NSS, R-NSS and NTRUSign algorithm [12] - [15] . However, NSS and R-NSS algorithm has been breached. In NTRUSign algorithm, Signers use the private key to generate plaintext closest vectors, the vectors are NTRU lattice, and the vector as plaintext signature. Min et al. [16] proposed a NTRUSign algorithm of ductility attack methods: an attacker by active eavesdropping, after receiving a message with the signature of the legal cases, able to forge a multiple legal signature of the message; At the same time give a repair defects of ductility MYK-NTRUSign digital signature algorithm. [17] In this paper, we employed the MYK-NTRUSign signature algorithm [18] [19] in combination with symmetric encryption algorithm (AES) and hash techniques (e.g. MD5 or SHA) to construct our new mutual authentication and session key agreement protocol appropriate for wireless communications.
The rest of this paper is organized as follows. Section 2 provides the description of MYK-NTRUSign signature algorithm and the proposed scheme is presented in Section 3. Security and performance analysis of our scheme is included in Section 4. Finally, we draw some concluding remarks in Section 5.
II. DESCRIPTION OF MYK-NTRUSIGN ALGORITHM
In this section, we briefly describe the MYK-NTRUSign digital signature scheme. The security of MYK-NTRUSign scheme is based on the approximately closest vector problem in a certain lattice, called NTRU lattice. The basic idea is as follows: The signer's private key is a short basis for an NTRU lattice and his public key is a much longer basis for the same lattice.
The MYK-NTRUSign digital signature scheme works as follows: 
B. Key Generation
A signer creates his public key h and the corresponding private key (f, g, F, G) as follows:
1. Select binary polynomials f and g with df 1's and dg 1's, respectively.
2. Compute small polynomials (f, g) satisfying f Gg F=q.
3. Compute the public key h = f -1 g (mod q).
C. Signing
Step A signer generates his signature s on the digital document D as follows:
1. Obtain the polynomials (m 1 , m 2 ) mod q for the document D by using the public hash function.
2. Compute
where A and a have coefficients between -q/2 and q/2. 3. Compute:
4. Compute: In this paper, in order to enhance the safety of the network, a new mutual authentication and session key agreement scheme is introduced. Note that the certifying authority (CA) is responsible for creating and distributing certificates to the user and server in our protocol. The certificates contain the public key of user or server, the certificate's expiration date and the unique identification. Besides, the certificates should be signed by using his own private key. The proposed scheme has two phases: system initialization phase and mutual authentication with key agreement phase as described below.
III. THE PROPOSED SCHEMED

A. Notations
B. System Initialization Phase
The CA first generates his public-secret key pair according to the MYK-NTRUSign signature algorithm. Thus the CA publishes his public key PK CA =h, and stores private key SK CA =( f CA , g CA , F CA ,G CA ). For the user, the initialization process is as follows:
Step 1. The user send (ID U , PK U ) to CA.
Step 2.CA selects a random value X U and T U , in which T U is certificate expiration date. Then computes DID U =ID U ⊕X U and m = (PK U ||DID U ||T U ).
Step 3. CA generate the user's certificate C U according to the MYK-NTRUSign signature algorithm and transmit message (C U , DID U , T U , PK CA ) to user through the safe channel.
Like the initial process of user side mentioned above, server also gets his certificates C S , DID S , T S and PK CA from CA.
C. Mutual Authentication with Key Agreement Phase
After the initialization procedures are completed, the real authentication can be executed. Fig. 1 shows the detailed real-time execution procedure. Step1: Initially, the user U send his certificate C U combined with public key PK U , dynamic identity DID U to the server.
Step2: After having received the messages in Step 1, the server S first verifies the U's certificate C U according to MYK-NTRUSign algorithm. If this checks, the server can obtain T U from the certificate C U and checks whether T U is valid or not. If it is not, the authentication process will be terminated. Otherwise, the server selects a random value R U and computes temporary secret key K AES =h(DID U  T U ). The server S also computes m U =h( PK U ||DID U ||T U ) and make modulo q arithmetic to get (m 1 ,m 2 ). Then
where . Afterwards, the server calculates his signature S U by using the MYK-NTRUSign algorithm. Subsequently, the server encrypts (PK S , DID S , T S , C S , S U , R U ) as M S through AES encryption algorithm. At last, the server sends M S to user.
Step3: Upon receiving the message M S from server, the user computes K AES ' =h(DID U ⊕T U ). Then it will decrypt M S by using the secret key and checks the T S . And if it is expired, the authentication will be terminated. And then he verifies the server's certificate C S . If C S is valid, the user verify sever's signature S U . Then according to the MYK-NTRUSign, the user checks whether S U is valid or not. If it is passed, he ensures the server is correct. In order to judge the correctness of user, the user calculates his signature S S by using the MYK-NTRUSign algorithm, and sends the encrypted signature S S with symmetric key as M U to the corresponding server. Step4: After having received the encrypted data, the server decrypts M U to obtain the U's signature S S . Then, the server verifies the U's signature S S through MYK-NTRUSign signature algorithm. If it is passed, the mutual authentication between the user and server is completed. Then on both sides, the secret session key K SU can be achieved by computing the hashed value of the concatenation of DID U , DID S and R U from the following equation.
IV. SECURITY AND PERFORMANCE EVALUATION OF THE PROPOSED SCHEME In this section, we analyze that the proposed scheme can withstand all related security attacks and can work correctly. The security of our scheme is based on the hard problem of polynomial factorization in polynomial ring. In addition, the proposed scheme is more efficient in terms of Performance than the related schemes.
A. Security Analysis
Here we mainly discussed and analyzed the security attributes of the proposed scheme on various known cryptographic attacks and then provides a comparison of our scheme with the related schemes.
(1) Mutual authentication and session key agreement The proposed scheme provides the mutual authentication to keep faith between the user and the server. In our scheme, it decrypts the received data by using the secret key K AES , which is unknown to the attacker. First, the user authenticates the server and then server authenticates the user using the MYK-NTRUSign signature algorithm. After the authentication process, the user and the server possess the common session key, which is free from known session information attack. Therefore, the mutual authentication and session key agreement is done safely to the proposed scheme.
(2) The session key freshness In the proposed scheme, the server and the user compute the session key K SU =h(DID S ||DID U ||R U ). As the dynamic identity DID U hides the user's real identity and is changed with different users. Besides, the random number R U is randomly generated in a communication. So the session key K SU is freshness.
(3) Perfect forward secrecy and Known key security A protocol is called Perfect forward secrecy, if compromise of the two private keys of the participating entities does not affect the security of the previous session keys. Assume that the private key and public key of user and sever are leaked to an adversary. As the random value X U is unknown to the adversary, it can't work out the legal signature. The adversary also cannot obtain the previous session keys because of the R U is unknown to the adversary. Thus the perfect forward secrecy is preserved in the proposed scheme. At the same time, even if the secret key K AES is leaked or cracked, but R U is randomly generated in the authentication process, so it can't deduced the session key. Therefore, the protocol is known key security.
(4) Nonrepudiation Our scheme is based on MYK-NTRUSign digital signature algorithm. It need to verify the server's signature S S and the user's signature S U . So the new scheme has the sign nonrepudiation.
(5) Confidentiality In the communication process, our scheme will generate a secret key K AES , which is used for encrypting the transmission data and the secret key K AES is different with different users. In addition, the session key K SU = h(DID S ||DID U ||R U ) and the hash function is one-way security. It can ensure the confidentiality during the process of communication.
(6) User anonymity In our protocol, the user' dynamic identity DID U hides the user's real identity. Therefore, our scheme has the identity anonymity.
(7) Meet-in-the-Middle Attack As the proposed scheme preserves the identity anonymity, so the attacker cannot obtain the user's identity ID U . Thus the proposed scheme can prevent all kinds of meet-in-the-middle attack.
Further, the security comparison of the proposed scheme with previous authentication schemes is summarized in Table 2 .From the Table 2 , it is clear that the proposed scheme provides more security attributes than the other schemes. Therefore, the proposed scheme is more efficient, secure and practical for the users in wireless networks. From Table 3 , we can know that NTRUSign key generation algorithm is slower, and the signature verification faster speed. However, our proposed scheme is based on MYK-NTRUSign algorithm, the key generation is in the initialization phase, signature and verification are certified segment. Therefore, the scheme has the advantages of fast certification.
In order to make better analysis on the performance analysis, we have three algorithms (ASK-WAP, UAP, PROPOSED) simulated respectively. Simulation environment is STM8L151 sensor with ultra-low power consumption and super processor which is special good at processing a large of data, the matching simulation software is Tiny-OS system that can run automatically on the processor ROM. Obviously, figure 2 shows the results of delay for key generation. This is because the MYK-NTRUSign public-private key pair of bytes is bigger than the number of bytes of ECDSA public-private key pair, need more in the process of transmission bandwidth, time delay is also relatively increase. Figure 3 has shown that with the increasing node scale the authentication operation for three schemes present rising tendency, the slope of curve we proposed scheme just has increase slightly relative to the other schemes. Moreover, the computation costs and number of communication rounds of our scheme is less than those of the other schemes.
Generally speaking, our scheme not only provides mutual authentication but also supports a session key agreement. Moreover, our protocol does not need to perform the certificate computation. From the above descriptions, we conclude that our protocol is more efficient and practical than the related schemes for wireless communication.
V. CONCLUSION
In this paper, we have proposed a new bidirectional authentication and key agreement protocol using the related signature algorithm. Combined with the symmetric secret key algorithm and hash techniques, we have shown that the proposed protocol offers key agreement and mutual authentication. According to the comparisons in Section 4, the proposed protocol is more efficient and practical than some recently proposed protocols. It can not only removed the security flaws of some recently proposed schemes, but also satisfy the request of wireless communication conditions. Thus, the proposed scheme is efficient and usable for wireless communication.
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